
R&D at Aware 🚀
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New CTO Introduction! (5 min)

---

Platform and Market Challenge Refresh (10 min)

2022 Major Release Recap (10 min)

2023 Roadmap Themes (30 min)

---

Q&A (30 min)
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Debasish Biswas
CTO, AWARE



CUSTOMERS ON THE CALL



Platform and Market Refresh
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Unique Behavior
(Authentic, automatic, impulsive, consumer like)

Short Form 
(avg 5 words, not complete)

End User Control
(modifications, deletions, etc.)

MESSAGE CONTENT DIFFERENCE

NOW A LEADING DATA SET

COLLABORATION 
DATA PRE-PANDEMIC

Collaboration Data

COLLABORATION 
DATA POST-PANDEMIC



AWARE’S PLATFORM MISSION

Address the risks and opportunities 
with managing the endless stream of human 
collaboration data, making it accessible, 
usable and valuable to everyone.



THE AWARE PLATFORM

T H E  C O L L A B O R A T I O N  I N T E L L I G E N C E  P L A T F O R M

RISK INTELLIGENCE   

SECURITY COMPLIANCE AND LEGAL

DATA LOSS
PROTECTION

INSIDER 
THREAT

FORENSICS & 
INVESTIGATIONS

COMPLIANCE
MONITORING

eDISCOVERY
INFORMATION 
GOVERNANCE

BUSINESS INTELLIGENCE

BUSINESS USE CASES (VIA IT)

OPERATIONAL 
INTELLIGENCE

PEOPLE
INTELLIGENCE

Search & Discover Data ManagementMonitoring Search & Discover
Monitoring + 

Search & DiscoverMonitoring Spotlight + Monitoring Spotlight + Monitoring





THE AWARE PLATFORM

The Only Purpose-Built Platform for Today and Future Applications

P E O P L E  S E T  E N R I C H M E N T  L A Y E R (AAD, WORKDAY, CSV ETC.)

Contextualized AI/ML IntelligenceIntelligence Fabric
ML Powered Data Fabric is 
the fully structured and 
contextualized brain that 
powers the Aware Services 
and Apps. 

Future Apps

?

Micro-service APIs combine 
Aware services to quickly 
and cost-effectively 
respond to customer needs 
with new apps.

Search Engine Content Evaluation AnalyticsData Management

Role Based 
Access Controls Role Based Access Controls + Data Access Sets Customer

Custom Apps
& Integrations

RBAC give enterprises 
control over exposure to 
specific types of data and 
use-cases that leverage the 
Aware Platform Leverage Aware’s 

Open API to build 
custom integrations 
or data workflows

User Applications
RISK INTELLIGENCE   BUSINESS INTELLIGENCEExisting application 

built on the Aware platform 
solving for Governance, 
Risk, Compliance and 
Insight use-cases. 

Search & Disco Data Retention Data Removal Data Holds Monitoring Spotlight

Integration Agnostic

Live Data 
Capture

Aware Normalization

API-based subsystems enable 
quick setup for customers 
and standards for easy 
future data collection.

Proprietary standard 
data format enables use 
of data across current 
and new Aware services

Aware 
Normalization



IT’S ALL ABOUT THE EMPLOYEE.
STARTING WITH DATA PRIVACY. 

Intelligence starts with being good stewards of the data

Aware started as a privacy 
compliance platform to 
address GDPR/CCPA and the 
data rights of employees … 

… knowing that it was 
foundational to providing 
Business and People 
Intelligence in a compliant 
and ethical way.

PLATFORM CONTROLS

Each App has unique data sensitivity controls baked in based on 
the use-case and persona using the specific app. Spotlight, for 
example, never exposes messages from DMs or Private Groups.

SSO, Role-Based Access Controls + Data Access Sets ensure the 
appropriate user has the proper layer of access to the data

Audit logs are recorded and accessible throughout the platform 
along with granular data retention controls



PRODUCT VISION 😬😬

😬

😬

😬

😬

😬

😬

TODAY

AWARE’S PRODUCT VISION STRATEGY

👌



2022 Major Release Recap
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2022 MAJOR PRODUCT RELEASE CALLOUTS

BEHAVIOR INDICATORS 
THAT KNOW YOUR 
ORGANIZATION

Q2 2022

WORKPLACE REACTIONS 
IN TOPIC REPORTS

Q2 2022

ORGANIZATIONAL 
NETWORK ANALYSIS

Q2 2022

AZURE AD INTEGRATION

Q1 2022

CUSTOM REPORTING IN 
SPOTLIGHT

Q4 2022

AUDIT LOGS PHASE 1

Q3 2022

ML PASSWORD DETECTION
IN MONITORING

Q3 2022

ML TOXIC SPEECH MODEL 
ACURACY (+18%) UPDATE

Q2 2022

DATA HOLDS BY 
AZURE AD GROUP

Q3 2022

SEARCH & DISCOVER BY 
AZURE AD GROUP

Q3 2022



16

CONTINUING TO LEAD THE INDUSTRY IN ML ACCURACY 

Sentiment
BENCHMARKED SEPT 12, 2022



2023 Roadmap Themes

17 Roadmap features and dates subject to change



THE AWARE PLATFORM

P E O P L E  S E T  E N R I C H M E N T  L A Y E R (AAD, WORKDAY, CSV ETC.)

Contextualized AI/ML Intelligence

?

Search Engine Content Evaluation AnalyticsData Management

Role Based 
Access Controls Role Based Access Controls + Data Access Sets

RISK INTELLIGENCE   BUSINESS INTELLIGENCE
Search & Disco Data Retention Data Removal Data Holds Monitoring Spotlight

Live Data 
Capture

Aware Normalization
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ROLE BASED ACCESS CONTROLS (RBAC)

Simple to Predict

Whitelist

Auditable

Integrated

Time Stable

Goals

Roles defined by you describing 

how you want to divide 

responsibilities and duties.

Fine grained actions which you 

want to enable for a role.

Actions for Data Access Set managed features 

only apply to Data Access Sets assigned in the 

same role.

e.g. CM Policy Creators – South 
Region

e.g. Module: Monitoring
Action: Create Policy

e.g. WorkJam: Exclude DMs
Workplace: Exclude DMs
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ROLE BASED ACCESS CONTROLS (RBAC)

RBAC Applied

Monitoring



THE AWARE PLATFORM

O R G A N I Z A T I O N A L  U N I T  T A G G I N G  L A Y E R (AAD, WORKDAY, CSV ETC.)

Contextualized AI/ML Intelligence

?

Search Engine Content Evaluation AnalyticsData Management

Role Based Access Controls + Data Access Sets

User Applications
RISK INTELLIGENCE   BUSINESS INTELLIGENCE

Search & Disco Data Retention Data Removal Data Holds Monitoring Spotlight

Live Data 
Capture

Aware Normalization
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SEARCH AND DISCOVER IMPROVEMENTS

IMPROVED EXPORT EXPERIENCE
Q1 2023
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SEARCH AND DISCOVER IMPROVEMENTS

IMPROVED SEARCH
USER EXPERIENCE
H1 2023
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SECURITY & MONITORING USE-CASES

LINK REPUTATION & 
MALWARE DETECTION

SENSITIVE DATA MACHINE 
LEARNING MODELS

UX IMPROVEMENTS
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IMPROVED REPORTING/DASHBOARDS

LINK SHARING FOR REPORTS
2023
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IMPROVED REPORTING/DASHBOARDS

LINK SHARING FOR REPORTS
2023
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IMPROVED REPORTING/DASHBOARDS

SERIES, SHARING, API AND 
REPORT CONFIGURABILITY
2023



THE AWARE PLATFORM

P E O P L E  S E T  E N R I C H M E N T  L A Y E R (AAD, WORKDAY, CSV ETC.)

Contextualized AI/ML IntelligenceIntelligence Fabric

?

Search Engine Content Evaluation AnalyticsData Management

Role Based Access Controls + Data Access Sets

RISK INTELLIGENCE   BUSINESS INTELLIGENCE
Search & Disco Data Retention Data Removal Data Holds Monitoring Spotlight

Live Data 
Capture

Aware Normalization
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Putting People Set group roll-up in your hands

Enable user defined people sets that represent a single concept 

(e.g. Store, Restaurant, Division).

Configuration based extraction of people set values from either 

attribute or group membership.

Leverage standardized enrichment system to plug in 

people sets as labels.  These labels are then available for 

monitoring, insights, or other future products.

PEOPLE SETS – MAJOR 2023 INITIATIVE
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PEOPLE SETS – MAJOR 2023 INITIATIVE

People Set
Application

CUSTOM REPORTING
- AAD Groups (Today)
- Define w/.CSV upload (Q1 2023)
- Workday, SAP, etc … (2023+) 



THE AWARE PLATFORM – API INTEGRATIONS

The Only Purpose-Built Platform for Today and Future Applications

P E O P L E  S E T  E N R I C H M E N T  L A Y E R (AAD, WORKDAY, CSV ETC.)

Contextualized AI/ML Intelligence

?

Search Engine Content Evaluation AnalyticsData Management

Role Based Access Controls + Data Access Sets

RISK INTELLIGENCE   BUSINESS INTELLIGENCE
Search & Disco Data Retention Data Removal Data Holds Monitoring Spotlight

Integration Agnostic

Live Data 
Capture

Aware Normalization

Aware 
Normalization

Content
Integrations

1

Enrichment 
Integrations

2

Aware Platform
Open APIs

3

Experience/Streaming
Integrations

4
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INTEGRATIONS ROADMAP

3 Aware Platform Open APIs

TODAY

• Data Hold Module Endpoints

FUTURE

• Monitoring Event Endpoints 
• Audit Log Endpoints
• Spotlight Endpoints
• Search & Discover Result Endpoints
• Prioritized Customer needs

Enrichment Integrations2
TODAY

• Azure Active Directory
• Groups
• Attributes

• Aware Behavioral Intelligence

FUTURE

• Custom .csv metadata to define People Set
• Workday OUs, HR Systems, etc.
• Bring your own NLP

4 Experience/Streaming Integrations

FUTURE

• GRC
• Case Management Systems
• Security SIEMs
• Threat Detection Centers

• People Insights
• Qualtrics/Survey Systems
• Sprinklr/Social & Brand Listening Systems
• Culture Amp

Content Integrations1
TODAY

FUTURE

• Slido, Sharepoint, Gchat, Jira, Confluence, GitHub
• Bring your own!
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CONTINUING TO LEAD THE INDUSTRY IN ML ACCURACY 

Spanish Sentiment
SPANISH IN DEVELOPMENT

EARLY 2023



AWARE’S PLATFORM MISSION

Address the risks and opportunities 
with managing the endless stream of human 
collaboration data, making it accessible, 
usable and valuable to everyone.



Q&A
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